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ABSTRACT
Public transport ticketing with mobile phones has in recent
years become a possible reality as the standards for Near-
Field Communications (NFC) are being taken up in mass
transport ticketing, and the use of contactless smartcards for
small value payments like ticketing is as well being deployed.
We examine the feasibility of using mobile phone with a
hardware Trusted Execution Environment for identity veri-
fication of transport ticketing with a perspective focusing on
security and performance. We provide measurements based
on an implementation in contemporary mobile phone hard-
ware, and discuss our results by comparing with other pro-
posed identity-verification ticketing solutions in light of the
constraints set by usability and practical considerations as
indicated by transport authorities.

Categories and Subject Descriptors
C.4 [Computer-Communication Networks]: Network
Protocols — Authentication and security; D.2 [Software
Engineering]: Design — Authentication and security

General Terms
Security, Design

Keywords
Public Transport Ticketing, Identity verification schemes,
Authentication, NFC phone

1. INTRODUCTION
Public transport ticketing with contactless smartcards,

based on ISO / IEC 14443 contactless card standard [12]
as well as FeliCa1 system, is widely adopted. With the ex-
pected widespread introduction of Near Field Communica-
tion (NFC) [13] capability on mobile phones, there is increas-
ing interest in implementing public transport ticketing on

1Felicity Card - www.sony.net/Products/felica
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mobile phones. A report by Juniper Research [24] predicts
that by 2013 over 400 million mobile subscribers worldwide
will use their mobile phone for ticketing. The primary rea-
son for this is the possibility for significantly increasing the
overall user experience of public transport ticketing because
of the inherent communication and user input and output
features on mobile phones. Such features unlock the ability
to purchase and use tickets even while traveling abroad, re-
viewing past transactions, monitoring the remaining amount
of time, value or other ticket properties, and the ability to
easily pay for multiple travelers with a single interaction.

Public transport authorities have been particularly inter-
ested in identity-verification ticketing schemes, e.g. EMV 2

contactless card, in which a traveler can prove his identity
(ID) to public transport check-points, located at the begin-
ning, transfer points, and end of the journey. The transport
authority can use such identity verification events to ap-
propriately rate and charge the user [21, 17]. The basis of
the identity-verification transaction depends on an identity
provider who provisions an identity to the user’s device, for
example by having the user enroll a public key subject to
some form of user authentication. Telecom operators, credit
card companies, online service provider such as paypal could
take the role of the identity provider. For simplicity, we also
assume that the identity provider has a billing relationship
with the user. In other words, the identity provider is both
responsible for the security of the identity verification mech-
anism and carries the liability for journeys made by users
whose identities have been verified.

The design of an identity-verification ticketing scheme has
to simultaneously meet both functionality and security goals.
The primary functionality goal is a definite time budget for
an identity-verification transaction. In the case of public
transport systems, we target an upper bound of 300 mil-
liseconds (ms) as indicated by Smart Card Alliance [22].
The primary security goal, arising from the accountability
requirement of the identity provider is to ensure that an at-
tacker cannot successfully claim the identity of a legitimate
user. In addition, as in any identity-verification system, it
is desirable to minimize the ability of a third party to link
the movements and transactions of a user.

The straight-forward identification solution is to have the
identity provider issue long-lived identity certificates to user
devices and to engage user devices in a challenge-response
protocol with transport checkpoints where the response is a
digital signature. The NFC reader we used (ACR 122U3)

2Europay, Mastercard and VISA www.emvco.com
3ACR 122U - www.acs.com.hk
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in our work incurred nearly one millisecond marginal cost
for every additional byte transferred during the identity-
verification session. Clearly, a straight-forward solution will
fail to meet the target time budget.

While the available bandwidth for a particular technology
will likely improve over time, the general problem of channels
with tight bandwidth limitations will continue, for example
with various sensor network radio technologies. Tight time-
budgets for specific services that use identity-verification
ticketing is a usability issue, and thus will also remain. This
is the motivation for our work. We explore the design space
for identity-verification ticketing solutions and study the ef-
fects of minimizing the data transfer on the security, privacy
and other aspects of the system.

In this paper, we present an architecture and implemen-
tation for identity verification ticketing. We present two ap-
proaches to reduce the identity-verification transaction time.
All our schemes use standard and widely deployed crypto-
graphic mechanisms for authenticating, certifying and sign-
ing. All the cryptographic operations on the NFC-capable
mobile phone are executed inside its secure, isolated Trusted
Execution Environment (TEE). Our testing indicates that
the communication speed rather than cryptographic compu-
tation will be the main bottleneck with the NFC interfaces
in the currently available NFC hardware. Therefore, our
attempts to reduce transaction times focuses on optimizing
message sizes and minimizing number of messages.

We begin in Sections 2 and 3 by providing background
knowledge and listing related work. System requirements
are presented in Section 4, followed by an architecture over-
view in Section 5. Protocol variants are outlined in Section
6, followed by implementation notes in Section 7, and secu-
rity and performance analysis in Section 8. In Section 9 we
discuss about future improvements and finally conclude in
Section 10.

2. BACKGROUND
In this section, we present various background technolo-

gies and concepts relevant for the ticketing implementation.

2.1 Trusted Hardware
For electronic ticketing, the default hardware element is

the smart card, typically adhering to the ISO / IEC 7816 [15]
interface primitives and to ISO / IEC 14443 [12] for the wire-
less interface. Smart card security as a rule follows the Glob-
alPlatform Card Specification standard [11], which defines
the key management and provisioning protocols for compli-
ant cards. Application / credential development for smart
cards is predominantly done with the JavaCard program-
ming language / toolchain. In some mobile phones (e.g.
Nokia 6131, Nexus S) there is a built-in “embedded” smart
card which is directly connected to the NFC radio chipset
(e.g. NXP PN65 in Nexus S [19]). All of our ticketing algo-
rithms can potentially be implemented using such hardware.

During the last decade, several types of TEEs have emerged
based on the general-purpose secure hardware. These have
been incorporated into mobile phones, and are nowadays
widely deployed. A number of designs like Mobile Trusted
Modules (MTM) [6], M-Shield [23] and ARM TrustZone [2]
are available. These are either hardware agnostic (e.g. MTM),
or augment the processing core for increased security. The
latter can be typically combined with isolated RAM and
ROM residing within the application-specific integrated cir-

cuit (ASIC) as well as with some amount of chip-specific
“write-once —read many times” memory, typically imple-
mented with E-fuses.

The TEE chosen for this work is the On-board Creden-
tials (ObC) architecture [16]. In Nokia C7, ObC uses ARM
TrustZone on a processor manufactured by Texas Instru-
ments. ObC relies on the underlying hardware to isolate cre-
dentials from the operating system. Additionally, it provides
a provisioning system and a byte-code interpreter with an
extensive cryptographic Application Programming Interface
(API) for the implementation of credential algorithms (ObC
programs). The implementation also includes hardware-
specific and proprietary mechanisms for generating a device
key with ObC, certified by a Certification Authority (CA).

2.2 Transport tickets and security
As this paper describes a prototype system intended to

be used for tests and trials in live ticketing environments,
the realities of ticketed mass transport in general must be
well understood. Mayes et. al. [20] provide a detail topi-
cal introduction to ticketing and fraud control. In terms of
revenue loss the main system fraud are individuals that en-
ter and exit the system without paying. Thus, it is not
surprising that the biggest reduction in public transport
fraud happened with the introduction of reliable gates and
machine-readable tickets or physical tokens, since this elim-
inates traveling without a ticket or e.g. with a too cheap
ticket.

Magnetic stripe technology is still widely used for ticketing
although the security properties of that read-writable me-
dia is abysmal especially as the the transport gate readers,
for technical and usability reasons, are not able to perform
online-checks at the time of user entry or exit. Still, Mayes
et. al. [20] point out that for one-time or limited period tick-
ets a magnetic stripe or an unprotected memory card that
“only presents a valid ID” can still possibly be considered
sufficient, even in terms of security.

However, for more complex transport ticketing, where a
transport identity is tracked through the system and fares
are calculated based on use frequency and the exact jour-
ney that was undertaken, a more long-lasting relationship
is constructed between a long-lived ID and its billing data.
This also adds the customer (with the ID) as a potential vic-
tim of the fraud, since the use of a copied transport ID may
accumulate additional charges for the original customer. To
protect the users’ interests as well as those of the transport
authority, new ID-verification systems should provide some
level of authentication to back up the identity claimed at
the gate.

2.3 NFC
NFC is a wireless Radio Frequency Identification (RFID)

technology standardized in ISO / IEC 18092 [13] and ISO / IEC
21481 [14]. An industry consortium, the NFC forum 4, pro-
vides compliance-testing and additional standards for NFC
use. NFC devices support one or several of so called Type
A, Type B and Felica coding, modulation and transmission
schemes. Felica is used mostly in Japan and has a nom-
inal transmission speed of 424 kilo bits per second (kbps)
whereas types A and B are the norm in Europe and north
America (106/212 kbps). The Nokia phones used in this pro-
totype support all transmission options, but readers readily

4www.nfc-forum.org

38

www.nfc-forum.org


available in Europe (also for transport) are limited to the
lower transmission speeds. Section 7 will also show that the
throughput on higher NFC protocol layers is in any case only
a small fraction of the nominal speed provided by the radio
hardware — a typical situation with wireless communication
standards.

An NFC passive device is either a tag or a contactless
card (ISO / IEC 14443), and gets its power from a reader.
Active NFC devices (with their own battery) can operate
in: 1) card reader / writer mode where they are communi-
cating with a passive device, 2) in peer-to-peer mode when
they are communicating with another active device, or 3) in
card-emulation mode, where the active device “emulates” a
passive element, e.g. a contactless card. Contactless cards
provides the same ISO / IEC 7816-4 base command set
independently of whether they are accessed over the wire
(ISO / IEC 7816-1) or over NFC (ISO / IEC 14443).

We had the choice to implement the phone logic either
using NFC card emulation or the peer-to-peer (P2P) mode.
We chose P2P as readers are widely starting to support it,
and we were then free to design our protocol and data units
to interact also with TEEs that do not adhere to ISO / IEC
7186 specifications.

The lower layers of NFC include no communication secu-
rity primitives. It is also well known that NFC technology is
susceptible to e.g. both eavesdropping and man-in-the mid-
dle attacks [4], despite the fact that NFC is a short-range
radio technology.

To date, some 20 phone models from different manufactur-
ers support NFC5. The minimal operation available across
all models is reader / writer mode. Only a handful of mod-
els embed a secure element or TEE that can be used for
securing a ticketing transaction.

3. RELATED WORK
MiFare6 is a contactless smartcard technology based on

ISO / IEC 14443A developed by Philips / NXP semiconduc-
tors. MiFare cards are generally used for public transport
ticketing, access control and event ticketing. Oyster card
and ORCA card7 are some of the MiFare based cards used
in public transportation. Many attacks on MiFare Classic,
a widely deployed member of MiFare family, has been pub-
lished [5, 3, 8]. Further, the proprietary encryption primi-
tive, CRYPTO1, has been reverse engineered and exploited
to the point that the secret key can be extracted wirelessly
in less than a second using ordinary hardware [9]. A study
by Gans et. al [3] claims that the attacks are not applicable
to the other members of the MiFare family.

FeliCa system developed by Sony Corporation is a con-
tactless smart card for public transport, used primarily in
Asia. In addition to transport ticketing, FeliCa based cards
are used as electronic money for general purchases, loyalty
cards, event tickets and even as credit cards.

EMV is a global standard that defines Integrated Circuit
Card specifications for chip-based payment cards and also
interoperability and compatibility of devices that accepts
them. EMV specifications are developed and maintained by
EMVCo — a joint effort of Europay, MasterCard and Visa.

5
A list of NFC-enabled phones can be found at

http://en.wikipedia.org/wiki/Near_field_communication
6www.mifare.net
7www.oystercard.com, www.orcacard.com

EMV has published standards for contactless payment
using ISO/IEC 14443 cards [7]. EMV based cards issued
by financial institutions such as U.S. Bank, Barclaycard
and Clear2Pay8 are not only used for basic payment but
also combine functionality for public transportation, loyalty
cards and event ticketing.

The EMV specifies three methods of offline data authen-
tication techniques: Static Data Authentication (SDA), Dy-
namic Data Authentication (DDA) and Combined DDA and
application cryptogram generation (CDA).

In SDA, the card provides the reader with two long-term,
size-optimized public key certificates — an issuer attribute
certificate and the issuer’s public key certificates signed by
a certificate authority. The readers only verifies the cer-
tificates and do not send any nonce during authentication.
Thus, this method is vulnerable to replay attacks and card
copying.

The DDA method authenticates cards using a challenge-
response technique. This method assumes that each card
holds a unique pair of keys signed / certified by the issuer.
A recent study by Anderson et. al. [1] mentions that a single
DDA signature operation on a Visa card takes around 426
ms and up to 714 ms on MasterCard.

Since 2001, Short Message Service (SMS) based public
transport ticketing has been launched by Helsinki city pub-
lic transport. Later, similar services have been offered in
cities around the world (e.g. Prague, Rome). The ticket is
purchased by sending an SMS request to a ticketing server
which then issues ticket in an acknowledgment SMS. Such
systems are vulnerable to locally generated SMSs with pre-
defined sender, recipient, body and status flags [18].

NFC ticketing [10]— a project by RFID Lab of the Univer-
sity of Rome“Sapienza”provides a public transport ticketing
on an NFC enable mobile phone. The ticket information is
managed and stored by a JavaCard application running on
the secure element of the phone. A midlet application pro-
vides a user interface to purchase the ticket and to display
ticket information. Ticket acquiring is performed over SMS.
Their focus is not on security but on usability issues such as
purchasing ticket and using “pay as you go” model.

4. REQUIREMENTS
A transport ticketing system consists of many functional

elements, devices / cards and (business) stakeholders. In
this paper, we only examine a subset of a system where
the end user protocol is ultimately based on terminal iden-
tification. On a high level, such a system includes an ac-
counting / certifying authority (CA) which provisions a cus-
tomer / transport identity IDD to the mobile phone (user
device D). CA is the one that collects money from the user
and forwards that value to the transport authority based
on the transport service consumed by corresponding user.
We represent transport authority including its backend in-
frastructure as TA. At each transport check-point, located
at entry, transfer and exit gates, the D provides its IDD

to a ticket reader (R) operated by the transport authority.
Based on the identity received and service used, TA runs a
fare engine that maps, for the customer, his transport service
consumption to a price, which is then invoiced through CA.
The accounting authority CA can operate prepaid accounts
or further bills its customers for public transport usage.

8www.usbank.com, www.barclaycard.co.uk, www.clear2pay.com
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In this section, we outline the essential requirements for
the identity-verification transactions within the transport
system. We present three types of requirements: functional
requirements which determine the operational constraints as
well as the targeted level of non repudiation, a privacy re-
quirement that addresses device tracking in the system, and
finally the accounting requirements give a fundamental on
which liability in the system can be determined.

4.1 Functional Requirements
At a transport check-point, a ticket reader R must be

able to read the transport identity IDD of each device D
that “taps” it. The reader R must be able to validate the
authenticity and eligibility of the IDD before allowing access
to its service.

D ←→ R represents a successful user authentication ses-
sion between a device D and a reader R. A limited blacklist
should be provided by CA to TA, and processed during each
D ←→ R session at R in real-time. Further, depending on
protocol, CA may need to provide an interface by which TA
can validate the eligibility of the IDD. Such validation may
be required before processing an identity that is previously
not known to the transport system.

The total time taken by any successful D ←→ R session
must not exceed 300 ms. And the information collected
by the reader R during such authentication session must
be stored as an evidence and later made available to the
transport back-end system TA for rating service fares.

Also, the transport authorities have indicated a reluctance
to store and manage any secrets in their ticket readers. This
is foremost a practical concern, involving mitigating the risk
of ticket readers being stolen for secret recovery as well as re-
alizing that the management of secrets also implies running
cryptographic protocols inside the network of the transport
authority.

4.2 Privacy Requirement
An eavesdropper must not learn an IDD of a user from

any D ←→ R session. The privacy statement is intended
to protect user tracking. One way to achieve privacy is to
have variable transport identities for each user. However,
variable IDs must not negatively affect the transport service
fare rating performed by the transport authority.

4.3 Accounting Requirements
The transport authority backend server TA needs to have

access to identity verification evidence for associating invoic-
ing information to that evidence before sending it to CA.
Later, CA collects service charges on behalf of the trans-
port authority based on the evidence and in accordance to
the invoicing information. The CA is at least partly liable
for the fraud where charges are associated to a wrong cus-
tomer or IDD.

On the other hand, device D must also store D ←→ R ses-
sion evidence in case of possible ticket inspection. Collecting
such evidence can also be used from device application for
viewing traveling history.

These requirements further imply that:

• The ticket reader R must ensure the data elements
exchanged in a D ←→ R session is according to the
instruction provided by CA. Only evidence appropri-
ately validated during the real time data transaction
will be accepted later by CA.

Figure 1: Architectural overview

• CA must provide an interface by which TA submits
evidence information and invoices.

• CA is responsible for making available, for the trans-
port authority, a blacklist based on (temporarily) “dis-
connected” IDD, e.g. due to pre-paid value running
out, abuse of the identity, lost credit rating or on cus-
tomer request.

5. ARCHITECTURE
The identity-verification ticketing architecture is shown in

Figure 1. The mobile phone and its customer has an a-priori
relationship with a service ecosystem. The accounting au-
thority CA of that ecosystem is able to uniquely identify the
device D and its secure element (TEE), and is also respon-
sible for billing / charging customer.

For the purpose of transport ticketing, the TEE of the de-
vice generates a new RSA keypair, the private part of which
will never leave the TEE unencrypted. The public compo-
nent is sent to the accounting / certificate authority in the
transaction D ←→ CA, whereby it is certified for use in the
ticketing context. Our improved protocol variants also adds
further information into the D ←→ CA and / or some of its
secret data. Depending on the variant, D ←→ CA is thus
either a key certification operation, a secret provisioning op-
eration, or a combination of both.

The returned certificate CertD will always contain a unique
“transport ID” IDD to be used in the transport context with
one or several transport authorities. The ticket readers at
transport system check-points are provisioned with neces-
sary algorithms for the identity verification as well as the
public component PKCA of the accounting authority’s se-
cret key which is required to validate the above certificate.
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When the mobile phone touches a ticket reader at a check-
point, an identity-verification transaction D ←→ R is car-
ried out. Section 6 outlines three variants of this protocol.
As part of the transaction, the check-point not only vali-
dates the device identity certificate and possibly the signed
challenge response, but also validates the received transport
ID against a blacklist.

The transaction evidence, i.e. the reader’s challenge, the
received certificates, signed responses, transaction time and
location, is collected along with other system-internal data.
This evidence will be further fed to a rating engine and fi-
nally submitted to the accounting authority for invoicing at
the TA←→ CA interface.

The system also needs to support a mechanism for black-
listing identities during the validity of their respective trans-
port certificates. Of course, no further transport certificates
will be issued by the CA to the device over the D ←→ CA
interface until the cause for the blacklisting is resolved. The
exact usage context of the blacklisting is transport operator
dependent, but the basic intuition is that the fare collection
liability of the CA ceases for a device D when it is entered
on the blacklist.

In the following subsections we define the key entities in-
volved in this system.

5.1 Accounting / Certificate Authority (CA)
CA represents the accounting authority that issues iden-

tity certificates to user devices and maintains billing infor-
mation. In addition to this, CA is also the entity responsible
for clearing the transaction and maintaining a blacklist for
devices or users who do not fulfill their monetary obligations
or have been subject to identity-theft.

In order to generate device certificates, CA requires a sign-
ing facility with a service private key (SKCA) and CA must
provide a corresponding public key (PKCA) to its relying
parties for verification.

5.2 User Device (D)
D represents any NFC integrated mobile phone that will

be cryptographically associated with a given account holder
by CA. D contains a secure, isolated trusted execution
environment for processing confidential data. In identity-
verification ticketing schemes, this typically amounts to a
hardware-rooted functionality for producing signatures with
a key protected by the very same TEE, e.g. a device private
key (SKD) corresponding to a public key (PKD).
Each device representing a user will be associated with a

customer / transport identity (IDD), assigned by CA. How-
ever, its format is either transport authority dependent, or
accepted by the transport authority for use in its processing.

The user identity certificates (CertD) issued by CA on a
regular basis includes information such as PKD, IDD and
the expiry time (Texp).

5.3 Ticket Readers (R)
R represents an NFC ticket reader attached to the trans-

port system gates. To validate CertD of the user device D,
each reader needs to have access to PKCA — the public key
of the accounting / certificate authority CA. Each reader
R possesses a unique, possibly cryptographic, identity IDR.
IDR may also be share by all checkpoints located at the
same station.

Readers also contain an interface to receive continuously
updated blacklist information for user identity verification.
The readers also gather all evidence related to eachD ←→ R
transaction. This information eventually will be needed for
fare calculation and auditing by CA.

5.4 Transport Authority Backend Server (TA)
TA is the representation of the backend processing system

of the transport authority. This system is responsible for
providing the transport services to the users. In the context
of the ticketing scheme, it is responsible for operating the
ticket readers and gates as well as collecting all evidence
from all D ←→ R transactions in the system, performing
fare calculations for the users, and submitting the evidence
and the invoicing information to CA. TA also queries the
blacklist from CA and distributes it to its ticket readers.

Any data transaction between backend server TA and CA
shall not be synchronous to the data transaction between D
and R. In some business scenarios near-real-time interac-
tion might be needed though, e.g. a special blacklist query
TA←→ CA may follow soon after a D ←→ R, e.g. the first
time a user with a device D uses a given transport system.

6. PROTOCOLS
In this section we present three different protocols for au-

thenticating the user device D at a ticket reader R. We
assume that cryptographic operations on the mobile device
are carried out inside a TEE or secure element. For the
ticket reader, only functional integrity is assumed for most
protocol features (privacy-protection needs some basic level
of confidentiality).

The baseline variant called the “Standard protocol”, is the
straight-forward certificate-based authentication scheme. Our
measurements (Section 7) indicate that its implementation
is infeasible in contemporary devices within the given func-
tional constraints. Hardware acceleration support for more
space-efficient algorithms, like elliptic curve cryptography, in
the readers and improvements in NFC transmission speeds
could solve this problem, but these are absent in the NFC
readers commonly available today.

The two variants described in Sections 6.2 and 6.3, de-
scribe ways of improving the baseline variant that can meet
the functional and security requirements using cryptographic
primitives widely available in readers.

6.1 Standard protocol
In the standard protocol, a device D receives a long-lived

identity certificate CertD from CA. The validity of such a
certificate is in the range of months, i.e. the user’s device D
will contact CA over GPRS/3G or WLAN a number of times
per year to receive a new identity certificate. This identity
certificate holds information such as public key of the device
PKD, the customer identity IDD, and expiry time Texp.

Frommeasurements, it is evident that a standards-compliant
X.509 certificate cannot be used because of its size. In this
paper, we use an optimized certificate for an RSA public key
with elements Texp(4 bytes), IDD (6 bytes), PKD(modB
bytes) and two bytes of additional ticket and protocol-related
information in addition to the signature, i.e. 12 + 2modB
bytes, where modB is the size of the RSA modulus in bytes.
This in contrast to around 3-400 bytes of overhead (in ad-
dition to 2modB) that a full X.509 certificate entails.
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Figure 2: Standard Protocol: Messages in D ←→ R
session

For the ticket reader R, we assume a unique identity IDR

and the knowledge of the public key PKCA of the CA. Once
a device D comes within the range of R, they engage in a
quite traditional challenge-response interaction, as shown in
Figure: 2:

When a user wants to enter a station gate, he or she taps
his or her device D to a reader R attached to the station
gate. R sends a random challenge challenge along with its
identity IDR. D, on receiving the challenge computes a
signature over the challenge and the reader’s identity, i.e.,
SigSKD [challenge||IDD||IDR]. It sends back this signa-
ture, along with its certificate CertD to R. R validates
CertD using PKCA and IDD against its blacklist. If the
IDD is blacklisted, it simply denies service access to D and
terminates the session. Otherwise, if signature is correct,
it allows access to D. The full transaction information is
combined with potential auxiliary context information as
evidence and eventually sent to the CA.
The standard variant can be a good method for realizing

an identity verification ticketing scheme. More or less all
TEEs includes RSA key generation and signature capabil-
ity as default functions, making the protocol viable on mo-
bile hardware ranging from contactless smart cards powered
from the reader to more stand-alone devices with TPMs,
MTMs and TEEs. The primary drawback is, as we will see
in Section 7, the difficulty of meeting the time budget.

6.2 Variant 1 — Short-lived certificates with
MAC

In this protocol variant, a device D receives an ephemeral
attribute certificate as an access token from CA. The token
remains valid for a few hours. In this model, the user de-
vice D is expected to contact CA relatively often to receive
new certificates. Unlike long-lived certificates, the token in-
cludes a complete validity period — Tbegin (4 bytes) that
indicates the time from which the token can be used and
Texp (4 bytes) the expiry time of the token. It also consist
of transport identity IDD (6 bytes) and two bytes of addi-
tional ticket and protocol-related information in addition to
the signature but does not contain device public key infor-
mation. This significantly reduces the size of the token to
(16 + 1modBbytes), compared to a full identity certificate.

The reader R still stores PKCA for verifying the tokens,
but the identity verification omits validating the device sig-

Figure 3: Variant 1: Messages in D ←→ R session

nature — they are still received and stored though, and the
signature is still conveyed from TA to CA for later auditing.

Since this signature need not be verifiable by R, it can
be made even smaller (i.e. 20 bytes) by constructing it as a
message authentication code (MAC) using a symmetric key
KDCA shared between D and CA.

An overview of this protocol variant is depicted in Fig-
ure: 3. The message transaction sequence is outlined in the
following:

1. When a user wants to enter through a gate at a station,
he or she taps R with D.

2. R establishes NFC communication with D and initi-
ates the session by sending a random challenge, along
with its identity IDR and other context related data.

3. On receiving the challenge the device D immediately
returns the token to the reader R.

4. In parallel, D now computes a MAC (MACKDCA), in-
side its TEE, on the received challenge using a shared
key KDCA provisioned to D by the CA. Once com-
puted, MACKDCA is also sent to the reader R.

5. Immediately after receiving the token, reader R verifies
it using PKCA and also verifies the IDD of the device
against its blacklist. The validity of the certificate is
of special interest in this protocol variant — if the
certificate is given too early or too later or if the IDD

is blacklisted, R denies the user entry and terminates
the session.

6. After verifying IDD, R allows access to D. It also col-
lects all transaction evidence, combines it with auxil-
iary context information. Further protocol steps in no
way differs from the standard variant.

In this protocol, the device D only shares the secret key
to the MAC with CA. R is not expected to verify the MAC,
it only stores it with other evidence for further transmission
to CA, via TA for verification. After computing the sig-
nature over the received challenge, the device D may also
directly send it to CA for later auditing and verification.
This variant only involves verification of the token and IDD

and omits the transmission of PKD during each D ←→ R
session.

The advantage of this method is that the response sent
during identity verification is even shorter. Also, the cryp-
tographic schemes used are all standard. The disadvantage
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is that, since the token is the only cryptographic entity ver-
ified by R, the system is susceptible to replay attack i.e. an
attacker can replay token to gain admission to the system.
This can be reduced in a couple of ways:

a. Include data in token limiting the scope of its appli-
cability (e.g. identities of the checkpoints — in the
public transportation case, the identities of the partic-
ular stations that the user typically uses.)

b. Limit the lifetime of the token. However, limiting the
lifetime increases at least the number of tokens needed
to be produced for a given device D. It is conceivable
that D can get a batch of attribute certificates in one
connection to CA, say enough to last a week or two.

A rough level of time synchronization is implicitly implied
by protocol variant 1, although this is unlikely to be an
issue in a deployment - CA and Rs can be assumed to have
accurate time information, and in fact, so do most devices
D. Even if this is not the case, the device owner can adjust
the time of D to be correct in case of a failed authentication.
Depending on the ticketing policy and associated rating

logic, the frequent change of customer tokens can also be
used for privacy. In case the transport authority does not
need a unique token for rating (or if it is acceptable that the
rating utilizes an identity resolving service provided by CA),
then the device identity IDD can be varied even with every
token, making the tokens of one customer indistinguishable
from those belonging to another from the perspective of an
eavesdropper at the D to R interface.

6.3 Variant 2
This protocol variant uses the same solution as described

in Section: 6.2, but incorporates the end of a hash chain9

in the attribute certificate to primarily reduce the frequency
of fetching tokens, but if the transport authority can deploy
some form of lightweight near-real-time distribution of re-
cently used hash chain elements among all its readers R, it
can also serve as an effective replay protection mechanism.

Similar to token in Section: 6.2, the device D receives a
short-lived certificate CertD from CA. The only difference
is that, this certificate also contains the last element co (16
bytes) of the hash chain to be revealed by CA in reverse
order. Thus, the size of the certificate is increased by ad-
ditional 16 bytes: (16 + 16 + 1modB)bytes. Similarly, the
reader R still stores the public key PKCA of the certificate
authority for verifying the certificate.

An overview of this protocol variant is depicted in Fig-
ure: 4. The message transaction sequence details are out-
lined below:

1. When a user wants to enter through a gate at a station,
he or she taps R with D.

9 Here, the reverse hash chain c is used as access token.
A user device D generates a reverse hash chain using a re-
peated n times hash on some random number x. Then, the
first element co of the reverse hash chain is the nth hash
value, second element c1 is the (n − 1)th hash value and so
on ending the chain with the random number x. As each el-
ement of the chain is revealed, it can be verified as belonging
to the same chain since the hash value of the element result
in the previous element of the chain. We represent elements
of the chain with ci, where i represents the ordinal of the
element. In order words, i represents the distance between
the first element co to the ith element ci of the chain.

Figure 4: Variant 2: Messages in D ←→ R session

2. R establishes NFC communication with D and initi-
ates the session by sending a random challenge along
with its identity IDR and other context related data
to D.

3. On receiving the challenge, D sends back its identity
certificate CertD along with the current element in
the hash chain ci and the value of i, i.e the distance
between the first element co to the ci.

4. In the mean time, D generatesMACKDCA on the iden-
tity of the reader IDR, the challenge, the element of
the chain that was sent to the reader ci, and the value
of i. Once computed, this is also sent to the reader R.
However, MACKDCA is not expected to be verified by
the reader R but to be forwarded to CA for verification
and auditing.

5. On receiving the identity certificate and the current
hash chain element ci, R verifies the identity certifi-
cate, as well as ci by hashing it i times and comparing
it with co. The value of i is validated according to a
policy defined later. R also verifies IDD against the
blacklist.

6. Once verified, R allows access to D, collects all the in-
formation, combines it with an auxiliary context infor-
mation as evidence for the rating procedure and pro-
tection against repudiation at a later time. This infor-
mation may be sent in a batch or in real-time towards
the CA.

There are several ways in which the hash chain (the cis)
can be used for mitigating replay attacks:

a. Limit the duration of validity of ci; This requires loosely
synchronized clocks between D and R. The validity
duration can be made rather small (e.g. 5 minutes).
The smaller the validity interval is made, the smaller
the time window for a successful replay attack gets.
The advantage of the window size is debatable, as an
eavesdropped value certainly can be re-used and even
transferred between stations for re-use within a matter
of seconds at least.

b. Have R report to a common channel the latest hash
value to a centralized backend after every accepted
identity verification. Before accepting an identity ver-
ification for a given CertD, R should check that the
claimed i value has not already been used. Even for
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large transport systems like the London Underground,
where in peak days around 3 million customers uses the
transportation service, the new hash values (16 bytes
assumed) that need to be spread out across the trans-
port system amounts to a meager stream of 10 kbps.
As this data is used only for replay protection and not
necessarily critical if overflowing or partially lost, in-
corporating such a system with readers R is certainly
possible. The data set (even for a whole day) in such
a system is of course at worst a manageable 50 MB.

c. Combining the two earlier mechanisms, short time in-
tervals limits the size of the dynamic look-up table
needed in readers R and it also lessens the risk of
accidental value collisions – which is minimal to be-
gin with. For 5 minute intervals, in a system like the
London Underground, the cache of recently used hash
values can be limited to around 300-600 KB, as they
anyway expire after 5 minutes.

The main advantage of variant 2 is that the response sent
during identity verification is as short as in variant 1, but
the threats of replay attack can be limited without increasing
the frequency of identity provisioning transactions.

In case if the hash chain values can be distributed in the
transport system network, then a similar threat mitigation
policy can be deployed for all variants by keeping track of
IDs which are “in the system”, and which are not. As gated
systems can separate between entries and exit, the use of
eavesdropped data becomes significantly more difficult if exit
alerts are sounded and entry is denied for tap actions where
the IDD is already assumed to be in the system at entry,
alternative not exit at present.

6.4 Backend data transactions
CA is responsible for maintaining blacklist information for

all its customers based on payment history and credit / debit
balance. In the long term, customers whose credit rating
is too low, will not receive transport certificates from CA.
However, since the certificates are long-lived, their revoca-
tion in the short term is handled by blacklists.

Figure : 5 shows the data interfaces between back-end
servers TA and CA. The assumption is that devices with a
valid transport certificate are allowed at least the first trip,
while the back-end interfaces are invoked.

• An authorization interface provided by CA to TA gives
the real-time state of the potential blacklisting for a
given IDD. Thus, when a new customer enters the
system, the customer will be let in based on the exis-
tence of a fresh certificate for his IDD. However, the
transport authority will immediately or soon check the
state of that customer at the authorization interface.
Only a successful authorization moves the liability for
the travel of that IDD to be handled by CA.

• For IDDs used in a transport system, periodic black-
lists will be provided to improve the efficiency of CA
to TA communication.

• TA will process and rate the travel related to an IDD

independently of CA. TA is also required to temporar-
ily store all evidence fromD ←→ R sessions that relate
to the traveling done using the device D as a“payment

Figure 5: Messages in a backend data transaction
session.

instrument”. Periodically, e.g. once a day, TA will
present the accumulated information, i.e. the rating
and the evidence, to CA for accounting and further
storage.

7. IMPLEMENTATION
For our implementation we used readily available hard-

wares and tools. We choose Nokia C7, running Symbian ∧
3 operating system, as our user device D. It includes neces-
sary hardware and software support for both the TEE and
NFC capabilities. We implemented the ticketing applica-
tion on the phone using Qt APIs10 that invokes Qt mobility
APIs for NFC communication and calls “ObC plugins” for
all cryptographic operations like key generation, provision-
ing, signing, and hashing etc. For the phone to communicate
with the ticket reader, we choose Logical Link Control Pro-
tocol (LLCP) connectionless mode of NFC that enables two
NFC devices to exchange data. LLCP is implemented on top
of NFCIP-1 and these constitute the peer-to-peer protocol
stack in NFC.

The ticketing application provides all the necessary inter-
faces for user interaction such as checking travel history and
monitoring remaining time or balance. The application also
communicates with the accounting entity over the Internet
not only for obtaining and updating transport identities and
certificates but also for synchronizing data such as travel his-
tory, account balance, rating information on current travel
etc. For topping up an account balance user can purchase
new credits over a secure Internet connection using a web
browser.

For the transport authority functionality we used a com-
mercially available NFC reader ACR 122U. Later, we also
tested our system using another NFC reader Ask LoGO11.
The reader is connected to a Linux PC running Ubuntu

10Qt- http://doc.qt.nokia.com
11Ask LoGO is manufactured by Ask www.ask-rfid.com
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Data size ACR 122U Ask LoGO Nokia C7
48 bytes 16 kbps 24 kbps 8 kbps
64 bytes 16 kbps 24 kbps 12 kbps
128 bytes 18 kbps 30 kbps 12 kbps

Table 1: Comparison of LLCP throughput between
a Nokia C7 phone and different NFC readers (bau-
drate set at 106 kbps) with different data sizes

Maverick that handles our protocols. We used an open-
source project libnfc12 for accessing NFC reader in our PC.
The libnfc provides peer-to-peer communication function-

ality between two readers up to the NFCIP-1 protocol level
but does not provide any LLCP functionality. Thus, we im-
plemented the LLCP communication protocol (particularly
connectionless mode) based on LLCP specification published
by NFC forum.

We also implemented a reader application on the PC that
serves both ticket reader functionality as well as transport
authority functionality. The application interacts with the
user device and verifies data received from the user device
like device identity certificate, signature over random chal-
lenge etc. After successful verification the application signals
a relay connected to the PC that controls a demo gate.

The application then collects all the essential information
such as transport identity IDD, device identity certificate
CertD, time, challenge sent and signed response as an evi-
dence. At the current stage of our implementation, we do
not yet have service rating strategies thus, we simply decre-
ment the account balance by value 1 for each successful user
session. The collected information is then sent to the ac-
counting entity over a secure Internet connection.

Measurements
Before implementing our protocol we measured the through-
put of LLCP connectionless communication between the phone
and the readers. Additionally we also measured the LLCP
throughput between two Nokia C7 phones. All the men-
tioned readers uses different chipsets: the ACR 122U uses
NXP PN532, Ask LoGo uses NXP PN533 and the Nokia
C7 uses NXP PN544. (The maximum payload allowed by
PN532 chipset is 252 bytes of which some bytes are used by
LLCP header). Thus, we sent three fixed size data blocks
of 48 bytes, 64 bytes and 128 bytes from our readers to the
phone and back. We measured the throughput based on
Round Trip Time. For the measurements, we set the NFC
modem of the readers to passive mode with a baudrate of
106 kbps.

Table 1 shows the average throughput calculated from
20 individual measurements. From our measurements, we
found the highest achievable data rate is around 30 kbps.
However, in order to implement our protocol in a real de-
vices our application should account for slower data rates to
be fail safe even in the worst case performance. Therefore
we designed our system assuming average data rate to be 8
kbps.

Figure 6 shows the timing diagram of different events that
occur during a successful D ←→ R session in the standard
protocol described in Section 6.1. The figure is plotted by av-

12www.libnfc.org

Figure 6: Total time taken for standard protocol
with 1024-bit RSA key to complete a D ←→ R

Figure 7: Estimated time required for Variant 2 with
1024-bit CA key to complete a D ←→ R

eraging measurements obtained from 20 different D ←→ R
sessions between Nokia C7 and ACR 122U. All the crypto-
graphic operations are based on 1024 bit RSA keys. Simi-
larly Figure 7 shows the timing diagram of different events
that occur during a successful D ←→ R session in the pro-
tocol variant 2 described in Section 6.3.

The figures shows that on average it requires 36 ms since
the“tap”to discover the target before the reader can actually
start data transmission. The reader initiates the session by
sending 50 bytes of challenge including the identity of the
check-point reader. In return, the phone always sends the
NFC connection handover message. This message is sent by
the phone’s NFC implementation by default whenever an
NFC connection starts, there by introducing an 18 ms delay
before identity certificate CertD is transmitted back to the
reader. The ObC signature invocation which takes around
64 ms (when measured from the Qt application) is executed
in parallel to the CertD transmission.

On receiving the CertD, the reader application validates
the certificate immediately or in parallel while receiving the
signed response. In standard protocol, the signed response
is validated immediately after receiving whereas in variant
2 the signed response is forwarded to CA for validation.

Figure 6 and 7 indicates that the standard protocol for
identity-verification barely satisfies the 300 ms threshold
but the protocol variant 2 takes significantly less time to
complete D ←→ R session. These measurements are for a
1024-bit RSA signature key and a certificate signed with a
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RSA Key size Standard Protocol Variant 1 Variant 2
1024 bits 296 ms 164 ms 182 ms
1152 bits 314 ms 172 ms 190 ms
2048 bits 482 ms 228 ms 246 ms

Table 2: Average time taken by protocol variants to
successfully complete a D ←→ R session.

1024-bit long-term CA key. 1024-bit keys are deprecated
by EMV since 2009, and 1152-bit keys are still acceptable
up to 2011. This difference account for some 20 ms extra
delay in transaction, causing the protocol to miss its time
constraint. Furthermore, should we deploy a full 2048-bit
RSA CA key and 2048-bit RSA device key then we push the
average transaction time into 480 ms range.

Table 2 shows the overall estimated time required by all
three protocols using different RSA key length to complete
a successful D ←→ R session. The time values displayed
in the table do not account for the time required to open a
gate. The values in the table clearly shows that the stan-
dard protocol would fail to meet the 300 ms time threshold
when key size is increased. However, variant 1 and 2 would
complete a D ←→ R session within 300 ms even with an
RSA key size of 2048 bits.

8. ANALYSIS
In this section, we provide an informal analysis of the

security properties achieved by our architecture.
The isolation of credential secrets, i.e. the RSA private

key and its use, as well as the hash chain calculations, are
guaranteed by the TEE and the ObC, as is outlined in [16].
The integrity of evidence data stored on the phone for user
logging is protected by platform security in Symbian.

The integrity of the protocol between D and R stems
from the fact that the device signature is calculated in the
ObC. Further in all cases, data is bound to either the ex-
ternally signed certificate or the locally signed signature, in-
cluding the challenge and identity from R. In variants 1 and
2, the integrity of the device signature cannot be validated
by R, which adds an attack where the token is copied be-
tween devices. This replay attack is made more difficult by
shortening the lifespan of the token (variant 1) or by adding
the hash chain as a way to further break down the reveal
data in smaller quanta verifiable by R or the system behind
it.

Man-in-the middle, or more specifically relay attacks,
are possible to mount on all protocol variants, since there
is no user interaction in the protocol - in many cases the
ticketing application may even be always-on to improve us-
ability. However, the reader equipment for transport ticket-
ing exist only in well known and well guarded environments,
and it is conceivable that the effort of mounting a relay at-
tack for ticketing clearly out-weights possible monetary gain
achieved by it. Contrary to contactless smart cards, the
mobile phone has the option to activate and deactivate the
ticketing / NFC interface based on context, e.g. according
to location or the device lock being on or off, to limit expo-
sure to the relay threat. Also, some of the replay protection
mechanisms listed in Section 6, e.g. using the knowledge
who is in, and who is out of the transport system, also lim-

its the efficiency of the relay attack. Even a recognizable
device “beep”when the identity-verification takes place may
alert the user to him being subject to an attack.

Non-repudiation of the evidence for most parts also fol-
lows from the protocol set-up, and the evidence that the de-
vice D unconditionally signs. However, there is by default
e.g. no audited log of the interaction time of the D ←→ R
transaction, and considering that the device signature in
variants 1 and 2 is symmetric-key based, non-repudiation
relies on partial trusted relationship between D and CA,
and to some degree also between CA and TA.

For the communication between D and CA, confidential-
ity and integrity of the data exchange is guaranteed by the
ObC provisioning protocol [16]. D has a device certificate
that can certify a provisioning key, as well as any other key
(e.g. the ticketing challenge signing key) in the ObC en-
vironment of D. The provisioning protocol [16] also sets
up a security domain combining provisioned algorithms and
keys. Based on this, ObC provides domain isolation for pro-
visioned secrets and programs endorsed to the ObC applica-
tion domain, e.g. for the hash chain calculation, where the
top of the chain is kept a secret.

Privacy, or more specifically, protection against identity
tracking by eavesdropping, is a service that none of the pre-
sented variants solve in an acceptable manner. The base-
line requirements that the transport authority must be able
to do the rating (based on some consistent IDD) and the
requirement not to have secrets in the readers R, in com-
bination with the time budget seems to make the problem
intractable. One possible solution is to use very short-lived
tokens or certificates with variable IDDs, and to add an ad-
ditional transactional step between the reader activity and
the fare engine where the actual transport ID is resolved
from the temporary one. This complicates the overall pro-
tocol set, and we chose not to emphasize this option.

This work however does not address the user privacy against
the backend systems; i.e. CA and TA can build a route in-
formation profile of a user based on the user’s traveling be-
haviour. While such profiling is not desirable from a privacy
perspective, it can be used to suggest alternative routes to
the user during traffic congestion. Further, such information
can also be used to implement flexible pricing policies such
as congestion pricing, transfer discounts etc [21].

Time budget: As the primary reference to the identity-
validation is an EMV contactless card, let’s consider its per-
formance. The DDA protocol is the closest match in our
setting. Two long-term size-optimized certificates are first
retrieved by the reader for validation. This alone breaks
the 300 ms barrier with the readers we have experimented
with, but if we assume that the card can operate at close
to ideal 106 kbps speeds, the latency is around 50-100 ms.
Then based on the measurements in the work [1] the signa-
ture takes more than 400 ms. Adding these measurements,
we are at best looking at tap times of 500 ms, most likely
significantly more. As a consequence, contemporary phones
are clearly competitive as identity tokens for transport even
when compared to the state-of-the art in card technology.

In Table 2, we estimated that deploying a full 2048-bit
RSA key on a reasonable variant in terms of security would
push the average transaction time into around 480 ms range.
These time differences seem trivial at first sight, but with
this time-extended interaction the required user activity on
system entry and exit changes from a “tap” to a “tap-and-
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hold”, interrupting the flow of customers, especially as the
transaction success rate also now plummets, caused by ter-
minal movement during the transaction. In this light, our
preferred architecture variant is variant 2, with hash
chain elements used only for limiting the validity to short
time intervals. This implies clock synchronization, and we
add a reference clock in the server challenge for this. No
additional signaling is needed in the backend network. This
approach does not solve the threat of relay attacks, but
mitigates the usefulness of ticket replay.

Since the system logs the complete transaction, the ac-
counting authority or the fare engine can add auditing logic
to estimate the amount of replay / relay attacks occurring
in the system. As the phone security logic and the user ap-
plication can be upgraded, as can reader software, a solution
to the replay problem can be added to the system later, if
needed.

9. FURTHER IMPROVEMENTS
The main limiting factor of protocol improvement is the

communication bandwidth. If the speed of communication
can be raised significantly, the next features to be imple-
mented are: 1) better privacy protection based on reader
public keys and 2) adding an authenticated and possibly se-
cret channel between device D and CA to transfer also aux-
iliary information like a transaction receipt to the customer.
Also, standard certificates for the CA could be deployed.
Currently, none of these features are deployable.

10. CONCLUSIONS
In this paper, we presented an implementation of the

mobile-phone relevant parts of an identity-based mass trans-
port ticketing architecture. The end result meets the main
functional requirements within the time budget of 300 ms.
The architecture shows the advantage of using a mobile
phone as a ticketing device both in the user interface in-
tegration, and also in presence of the communication chan-
nel between the phone and the accounting server, neither of
which are present in contactless smart cards. References also
indicate that contactless smart cards are not yet performing
within the requirements for efficient public transport tick-
eting, neither in terms of performance, and plausibly not
even in terms of security. Also for mobile-based ticketing
our measurements indicate that performance bottlenecks in
the communication speed for now clearly limits us in the
aspiration to properly address privacy and replay attacks.
Nevertheless, mobile phones have now reached a maturity
level where they can be used for transport ticketing, and
we believe that the industry has the potential to move from
trials to actual deployment in the next few years.
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